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COLONEL JAMES F. LEMON proed g
Executive Secretary B
Department of Defense
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MR. JOHN N. RICHARDSON

Assistant to the Attorney General
and Chief of Staff

Department of Justice
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Executive Secretary
Central Intelligence Agency

CAPTAIN JOSEPH C. STRASSER
Executive Assistant to the Chairman
Joint Chiefs of Staff

MR. JAMES GEER

Assistant Director of the
Intelligence Division

Federal Bureau of Investigation

2825X1

Chief of Staff
National Security Agency

SUBJECT: Meeting of the Interagency Espionage Damage
Assessment Working Group - April 29, 1987 -
16:00-11:00 a.m. - White House Situation Room {U}

A meeting of the Espionage Damage Assessment Working Group will be
held or; Wednesday, April 29, 1987. Three items are on the agenda:

- pPresentations by CIA: An assessment of the damage
resulting from the Edward Lee Howard espionage case.
(20 minutes)

- Reports by the sub-working group lead agencies on
jprogress of the sub-working groups (it is requested this
also be in written form to be presented at the meeting
and NSA, CIA and State are requested to provide in
writing the membership, organization and methodology of
their sub-groupsl. (15 minutes} :
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WAEate on status of activities of each agency.
(15 minutes) (8) ‘

Each agency is requested tr provide prepared statements that
have been jssuved publicly as well as copies of any prepared
statesmentg used in Congressional testimony. (U)

Attached for your information and possible disgugs%on at the
meeting are S. 994 (To improve security at facilities of the
United Stages Government located in foreign countries} and
H.J. Res. 230 (To counter Soviet electronic surveillance of
United Stages Embassy activities in Moscow, and for other

purposes). (U)

Please provide the names, dates of birth and social security
numbers of the individuals who wil} attend this meeting to
David Majoy (395-4614). (U) !

Attachmenty
1. S. 94
2. HR.J. R¢s. 230

sacre SECRET
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D0Oth CINGRESS Attachment T
‘st Cesgian
! - S. 994

2 1mprpve security at facilities of the United States Government
located in forejgm gountries.

’.‘8::8‘.'—’:‘2.‘!‘7-.‘..’--2888:.8'

IN THE SENATE OF THE UNITED STATES
Apr:l 9 tlegislative day, March 30}, 1987

. Doleg (for higself and Mr. Roth) introduced the following bill:
wrich was read twice and referred to the Committee on Foreign
Relations

:czs========mt--m==as=s=

‘isplay more text®™ Enter Y or N, or press Return’y
A BILL

5 1mprove security at facilities of the United States Government
tocated in foreign fountries.

‘Fe it enacted by the Senate and House of Representatives of the
in:ted States of Amprica in Congress assembled, \\That (a) this act
22y be cited as tihe "Overseas Facilities Security Act of 1987".

(h) (1) Prior tp entering on duty in anv position directly
~valving the s&curjity of any covernment facility 1n a fareign
ountey, every current or prcspect: ve government emplovee, 1ncluedtiag
-ut noz limited ts nembers of the Foreign Service and the Armeg “crces
.f the United States, shall tale a polygraph examinaticn limitec 0
.ctermining the pousible vulnerability of that emplovee to recriitmsnt
r manipulation by a foreign intelligence service for the purpase <f
Anaging in espiocnage against the Urited States. No such emplayee
;1] continue in hiie or her duty or enter on dutyv 1f¥ the resulty ot
sich ®ramination indicate possible vulnerability to such recruitwent
w manigulation,

() Employges for whom the examination results indicate no
recible vilrerability to such recruitment or mani1purlation shsitl,
-vertheless. be supject to periodic polygraph ree:xaminaticons. € ar,

.t =omplovee znal: have at least one such examination every t2
. rhig,

=) Any emplsves far whom the svsmination results 1~dicats
- eniale .ulnerabi!lity to such recruttment cr manipgulation =shall e
wredy~tely placed sr agministrative l@ave with pav antil such "i1me %
roar sugh secwrit s 1nvestization of such emplcyee 15 undertsken ang
sple-ed. and a “Jatermiration s aade by the appropriste super:isocry
‘1r1 2]l regarding zcntinued -1tness of such empicyvee ‘o continue (n
\: rr her securit/-related position.

{4y ihenever fhe irvestigation or determination described -
Leecticn (¢} 1= undertakten tn a foreign country. the full deteils at
weh investication pr determination srhall be reported to the Assrstant
wcretary of State for Diplomatic Security within 5 days ct the

i i cesmdmriem mnd ik Aotarmiratinn.
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() The American ambassador (or the highest ranking American
yfficial, when rno Ambassador shall be present) to the Soviet Umion,
‘he German Democratjc Republic. Hungary, Czechaslovatia, Poland.
ulgaria, Rumania, Cuba. and the FPeople’s Republic of China, Loas,
$chanystan, Nicaragua, and Yugosl avia countries 1n which the United
jtates maintainy pn official presence shall submt to the Under

;ecretary af Statp for Management no later than Octocber 1 aof each ve&r
2 complete reportr-

(1) on tihe security of the Unt ted States dinlomatic
facilities in sgch country and the integrity of personnel a

i tcached
to such facilities during the preceding vear:

t2) listing any significant efforts by a foreign government
or agent therpof to penetrate or compromise the security qf the

United States diplomatic facilities, or to recruit or manipulate

any government empleoyees the aim of conducting espionage against
the United Statps; and

{(3) deucriping the security program or programs at such
fa-i1lities tor the upcoming year.

(f) The Under Secretary of Statae for Management shall,
javs after recelving the report described in subsect:on (e},
v1he resort to the Cpngress, together with--—

within SO
transmt

(1) an evaluation of the securtty program or programs
- described in supsection (el and

{2) any further statement, comments,
nay submit regarding the securi1ty of the
farilities and personnel.

or recommendationg he
United States dipilanat:c

“a) any government emplovee p

i ted Gtates diplometic facilaty
i cection (e %

rcviding physical security to any
in any country denominated 1in
rail serve a tour ot duty in such country no longer
“m:n 13 months. unless the Under Secretary of State for Managemant
rtifies in writing te the Congress that such a tour ot duty s

cvired to protect the national security interests of the Uni ted
A rtres.
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Attachment 2

53

1My CONGRESS 1§ =
ST SESSION e Je E\L . 23

‘lo counter Soviet electronic surveiilance of United States Embassy sctivizes i
Moscow, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Arzn 8, 1987

Mr BroosrrELD introduced the following joint resolution: which was referred to
the Committee on Foreign Affairs

JOINT RESOLUTION

To counter Soviet electronic surveiilance of United States
Embassy activities in Moscow, and for other purposes.
1 Resolved by the Senate and House of Representatives
9 of the Tnited States of America in Congress assembied,
4 ‘That this joint resolution mav be cited as the “}oscow Em-

# hassv Security Resolvrion™.

5] Sec. 2. The Congress finds and declares that—
6 fa) the Government nf the Union of Soviet Sacial-

i ist Republics has -iolated the diplumatic privileges and

N immunities of the Embassv of -he United States of
9 America by surreptitionsly entering hat Embassy 10
10 conduc: espinnage:
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) the Soviet penetration of the Embassy consu-
tutes a gross violation of international law:

(c) the Soviet penetration of the Embassy has in-
flicted grave damage upon the national security of the
United States;

(d) the securitv of the United States of America
requires that personnel of the Government of the
United States of America in Moscow can communicate
in confidence;

(e} due to the actions of the Government: of the
1Tnion of Soviet Socialist Republics, the United States
of America cannot communicate in cornfidence within
the present Embassy in Moscow, nor within the pro-
posed new Embassy in Moscow:

‘i) the agreements between the United States of
America and the Union of Soviet Secialist Republies
concerning the proposed new locations in Moscow and
Wachington. District of Columbia. of the embaszies o)
thoce countries incorporate a reservation. implied by
the principle to which hoth parties subscribe of the in-
vinlabilitv of Embassr premises. that a partr to the
agreements may withdraw from the agreements to the
«xten: the national -ecurity interests of the partv <o re-

-p:ire: and

we s
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PN 3
C ' 1 (g) to protect the national securi: of the United
2 States of America, the United States must exercise the
3 implied reservation to withdraw from the new Embassy
) 4 location agreements.
5 Sec. 3. (a) The United States of America hereby with-
6 draws, effective on the date specified by subsection (c), from

the Agreement Between the Government of the United

R States of America and the Government of the Union of

= 9 Soviet Socialist Repuhlics on the Reciprocal Allocatior for

10 [se Free of Charge of Plots of Land in Moscow and Wash-

511 ingron. signed at Moscow, May 16, 1969, and related agree-
<> 17 ments. notes. and understandings of whatever nature.

12 ) The Secretarv of State shall. within five davs alter

14 the date of enactment of this ‘oint resolution. notify the Gov-

15 emment of the Ynion of Soviet Socialist Republics that

16 Mourt Alto will cease to he available to that Government for

17 anv purpose effective an the date specified by subsection fo).

- ir The date to which subsections ta) and (h) refer :s the

19 eariter of —

an (1) one vear and ten davs after the date of eract-
N ment of this joint recolution: or
a2 (2} <uch date 2s mav be agreecd upon hy the trav-
a8 ~rmmernt of the ['nited States of America and rthe frav-
a9y ~rnment of the ["nion ot Soviet Sadiaiist Republies

~

~/
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